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The Emerging Drone Threat
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Investigations launched after more unexplained
drone sightings off two European coasts

By Tim Lister and Billy Stockwell
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The Emerging Drone Threat

Drone proliferation creates security challenges Notable Incidents
Terror groups actively use drones (ISIS, Hezbollah, = Gatwick Airport (2018):
PKK) 1,000+ flights canceled

* Saudi Aramco Attack (2019):

State-sponsored warfare (Ukraine, India-Pakistan $2B damage to oil facilities

2025) e Jammu Air Force (2021):
Critical infrastructure attacks (Saudi oil refineries, First drone attack on Indian military
2019) « Ukraine Conflict (2022-ongoing):

Thousands of drone strikes on cities

* India-Pakistan (2025):
Legitimate vs. malicious drone flights Drone warfare escalation

Urban environments face complex airspaces

Real-time threat assessment required

Legal and ethical constraints on responses



Central Research Question

Overarching Challenge

How can autonomous systems defend regions from drone attacks while maintaining legal and
ethical compliance?

Four Core Research Problems:
Early Threat Detection: Distinguish threats from benign flights within seconds
Data Scarcity: Generate realistic threat trajectories when real data is scarce
Legal Reasoning: Make decisions that satisfy all applicable legal/ethical constraints
Adaptive Defense: Learn effective strategies while maintaining strict compliance

This dissertation makes significant progress towards each of these four problems.



Problem 1: Early Threat Prediction (DEWS)

Drone Threat Prediction Problem (DTPP)

Given the first j seconds of a live trajectory and drone metadata, classify whether the flight
will become threatening.

Motivation:
Security officials need actionable intelligence in 30 seconds
Limited observation data for decision-making

Must balance false positives (disrupting legitimate flights) vs. false negatives (missing
threats)
Our Solution: DEWS—Drone Early Warning System
First system for early drone threat prediction from partial trajectories
Achieves F1 > 0:80 within 30 seconds of observation
Validated on real data from The Hague with Dutch police
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Problem 2: Threat-Conditioned Trajectory Generation (STATE)

Data Scarcity Problem

Real threat trajectory data is scarce. How can we generate realistic synthetic data for training
and testing defense systems?

Motivation:
Few real-world threat trajectories exist
Privacy and security constraints limit data sharing
Need diverse scenarios across different geographic regions

Our Solution: STATE—Safe and Threatening Adversarial Trajectory Engine
cGAN-based architecture for threat-conditioned trajectory synthesis
Generates realistic trajectories over unseen regions
35.8% improvement in Fl-score vs. baselines (expert validated)
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Problem 3 & 4: Compliant Defense (GUARDIAN)

The Compliance Gap

Standard RL maximizes reward without considering legal norms. How can defenders act
legally while learning to be effective?

Motivation:
Must reason about complex deontic rules (obligations, permissions, prohibitions)
Need to ensure all actions are compliant before execution
Learn effective policies within the compliant action space

Our Solution: GUARDIAN—Governance-Unified Aerial Reinforcement-Defense
Uses deontic logic to specify drone warfare legal/ethical constraints
Leverages feasible status set computation algorithms from prior work
Integrates FSS-based action masking with multi-agent RL

Counterintuitive finding: Compliance can improve defensive performance
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DEWS: Drone Early Warning System



. DEWs:DroneEalyWamingSytem
DEWS: Problem Formulation

Drone Threat Prediction Problem (DTPP)

Given the first | seconds of a live trajectory and drone metadata, classify whether the flight
will become threatening.

Formal Definition: Threat Thresholds:
Trajectory: ¢ = ((“$5t1);:::; (“95tn)) Low: score < 4 (61% of data)
Temporal restriction: tr( g;j) Medium: score 2 [4;8) (27%)
Threat score: y( ¢) 2 [1;10] High: score 8 (12%)

Learn: fiey : (d;tr( 4;j)) ¥ f0;1g, where

Key Research Focus:
f(d;tr( q;J)) =1 if threat lev

Analyze earliness vs. accuracy tradeoff
Observation Windows:
j 2 1;5;10; 20; 30; 60; 180; 360g seconds
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DEWS: Real-World Dataset (The Hague)

Dataset (provided by Dutch Police): Dataset Statistics by Threat Level
8 months: Dec 2020 — Jul 2021
349 trajectories from The Hague

Metric Low Med High

Trajectories 213 94 42
. Duration (s) 265 298 286
18 distinct drones observed Distance (m) 435 988 752
Avg. flight: 5 min / 750 m traveled Altitude (m) 63 116 101
Speed (km/h) 7.1 146 104

Senhive RF sensors (25 km radius)

Expert Annotation:

Dutch police & municipality experts ]
First real-world drone threat dataset
Inter-annotator agreement: = 0:772

(substantial)

Anonymized for public release
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. DEWs:DroneEalyWemingSystem
DEWS: System Overview

assets Annotation Tool Feature Extraction Threat Classification
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Figure: DEWS Architecture. Data set preparation involves annotating asset values and drone trajectories by police.
Subsequently, DEWS extracts features and trains 11 classifiers My; ; Mi; to yield 11 predictions which are integrated
using late fusion to predict the final threat level. During operational use (after training), an initial part of a live trajectory
is processed to extract features, and the combination of single predictors and late fusion produces the final threat score.
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. DEWs:DroneEalyWemingSystem
DEWS: Feature Engineering

Six Feature Categories (Total: 110 features)

Basic Flight Parameters No-Fly Zone (NFZ) Compliance

Waypoint counts, duration Intrusion flags

Spatial spread, bounding box Min distance to restricted areas
Drone Capabilities % time in NFZ

Max payload, battery capacity Asset-Value Features

Top speed, range Max/mean/cumulative values
Altitude & Speed Metrics Ground asset importance

Min/mean/max/percentiles Historical Similarity

Ground speed profiles self and cross-similarity with past

trajectories
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DEWS: Performance Results

Key Findings
Rapid Early Warning
F1 > 0:80 after 30 seconds
Precision > 90%, Recall  75%
Peaks at F; = 0:96 (6-min prefix)
Late Fusion Superiority

Consistently beats all 11 base models
Robust across observation windows

Key Feature Insight

Asset-value features are #1 predictor
Where a drone flies matters

Operational Efficiency

3-second end-to-end latency
Actionable time buffer for response

1 60 180 360 720
time threshold (s)

—8— adaboost —&— knn —8— random_forest
decision_tree logistic_regression svm

—0— extra_trees —e— mip —o— wide_n_deep
gradient_boosting naive_bayes late fusion

High-Threat F; score vs. observation window
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. DEWs:DroneEalyWemingSystem
DEWS: Summary

Contributions:

First system for early drone threat prediction from partial trajectories
Novel integration of geospatial asset values into threat assessment
Ensemble approach achieving 0.80+ F1 within 30 seconds

Practical Impact:
Enables proactive defense planning
Reduces operator cognitive load

Provides actionable time buffer for counter-measures

Limitation: Single-city dataset (The Hague) ¥ Motivates STATE
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STATE: Safe and Threatening Adversarial Trajectory Engine
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_ STATE:Ssfeand Threatening Adversarial Trajectory Engine
STATE: Problem Formulation

Trajectory Representation:

Threat-Conditioned Trajectory Generation
Learn a generative model G such that:

G: (A ;z) 1

where A is any geographical region, "2 f0; 19 is the target threat class, and z is a latent
noise vector.

Key Objective: Generate trajectories over unseen regions while preserving threat-specific
behavioral patterns learned from available data.
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STATE: Data Representation Module
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Figure: The target geographical region A is represented with a multi-channel feature tensor, including
the No-Fly Zone Map FNFZ, the Population Density Map FRP, the Satellite Imagery F3', the Street
Map FRT, and the Asset Value Map FAY.
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