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ABSTRACT

Responsible Defense from Multi-Drone Attacks

Tonmoay Deb

Commercial drones weaponized by non-state actors achieve attack success rates above
70%: yet existing counter-drone systems focus on detection, rather than threat assessment
and legally compliant response. This dissertation develops four systems for autonomous
urban drone defense.

DEWS (Drone Early Warning System) addresses the threat prediction problem by
classifying drone trajectories as threatening or benign based on initial flight segments.
The system integrates trajectory dynamics, drone capabilities, no-fly zone violations,
and asset-value mappings to enable threat assessment within operationally relevant time-
frames. Evaluation on 349 real-world trajectories provided by the Dutch Police over eight
months in The Hague demonstrates that DEWS achieves F1-scores exceeding 0.80 within
30 seconds of initial observation for high-threat classification. Performance improves with
longer observation windows, reaching precision of 0.967 and recall of 0.869 at six minutes.

Feature analysis reveals that asset-based features constitute the most predictive category,



indicating that threat assessment depends fundamentally on what infrastructure a drone
threatens rather than trajectory characteristics alone.

STATE (Safe and Threatening Adversarial Trajectory Engine) addresses the scarcity
of threatening trajectory data through conditional generative adversarial networks that
synthesize trajectories based on geographic context and threat intent. The architecture
employs a threat alignment network that enforces consistency between generated trajec-
tories and intended threat classes. When evaluated by law enforcement experts from The
Hague on trajectories generated for previously unseen regions, STATE achieves F1-scores
of 0.888 for safe and 0.709 for threatening trajectories, representing improvements of
3.62% and 35.8% respectively over variational autoencoder baselines. The system enables
security agencies to generate training data for regions lacking operational drone tracking
infrastructure.

POSS (Pareto-Optimal Status Sets) provides formal foundations for multi-objective
decision-making under legal constraints. The framework combines deontic logic to rep-
resent legal norms with Pareto optimization to identify action sets that are both legally
compliant and operationally efficient. POSS employs two-stage processing: first pruning
actions that violate legal constraints, then computing Pareto-optimal subsets from remain-
ing actions. While initially validated on autonomous vehicle scenarios, the framework’s
principles apply directly to drone defense contexts requiring similar tradeoffs between
operational effectiveness and regulatory compliance.

GUARDIAN (Governance-Unified Aerial Reinforcement-Defense In Accordance with

Norms) demonstrates the practical integration of legal and/or ethical constraints with



reinforcement learning for multi-agent drone coordination. The system combines POSS-
based constraint satisfaction with QMIX reinforcement learning to coordinate defensive
drone swarms. Experimental evaluation across varying grid sizes and drone ratios reveals
that incorporating legal constraints during training requires increased computation time
(630 hours versus 80 hours for 64 drones) compared to non-constrained training, but
maintains operational viability with decision times averaging 625.7 milliseconds. Results
indicate that compliance requirements can improve defensive performance in scenarios
where defenders are outnumbered, suggesting that constraints help focus policy explo-
ration on viable action spaces. These findings challenge assumptions that legal compliance

necessarily compromises tactical effectiveness in autonomous defense systems.
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CHAPTER 1

Introduction

The world is increasingly populated by unmanned aerial vehicles (UAVs), commonly
known as drones. Originally developed for military reconnaissance and operations, drones
have rapidly transitioned into commercial, civilian, and recreational sectors, becoming in-
tegral to industries ranging from logistics and agriculture to disaster response, entertain-
ment, and real estate (101; 96). Major corporations such as Amazon, UPS, and Walmart
have invested heavily in drone delivery systems (125), while emergency services increas-
ingly rely on aerial surveillance to assess disaster zones and coordinate rescue e orts.
Insurance companies deploy drones to inspect properties and assess claims (124), and
sports arenas use them to capture dynamic footage of events. This widespread adoption
re ects the practical bene ts drones o er: cost-e ectiveness, versatility, and access to
locations di cult for humans to reach.

This technological revolution simultaneously introduces unprecedented security vul-
nerabilities. O -the-shelf drones provide attack vectors that malicious actors exploit with
devastating e ect. The dual-use nature of drone technology means that the same plat-
forms employed for benign commercial purposes can be readily weaponized or used for
malicious surveillance, making the challenge of distinguishing threats from legitimate op-
erations particularly acute.

This dissertation addresses a critical challenge at the intersection of arti cial intel-

ligence, cyber-physical systems, and urban security: how to proactively defend densely
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populated urban areas from hostile drone activities while maintaining legal and ethical

compliance.

1.1. Motivation

The widespread availability of drones has created a dangerous asymmetry. The same
technology enabling innovative commercial applications can be weaponized with minimal
technical expertise. This dual-use challenge manifests clearly in the actions of armed non-
state actors, such as ISIS (3), the PKK (108), Hezbollah (57), and Lashkar-e-Tafbavho
have weaponized commercial drones for reconnaissance, targeted strikes, infrastructure
disruption, and psychological warfare operations.

The operational e ectiveness of drone-based attacks is disturbingly high. ISIS elded
drone swarms during the battle for Mosul (106). Hezbollah has conducted numerous
reconnaissance missions over Israeli territory using o -the-shelf unmanned systems (13),
while the PKK has utilized drones in attacks against Turkish security forces (108). The
2019 drone attacks on Saudi oil re neriésdemonstrated that even critical infrastructure
with sophisticated security systems remains vulnerable. Documented evidence indicates
that 76 drone attacks occurred globally before 2019, achieving a success rate exceeding

70% (5).

Ihttps://www.indiatoday.in/india/story/drone-attack-initial-probe-lashkar-role-jammu-
and-kashmir-police-chief-1820679-2021-06-29
2https://www.nytimes.com/2019/09/14/world/middleeast/saudi-arabia-refineries-drone-
attack.html
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This threat has intensi ed dramatically in recent years. The May 2025 India-Pakistan
conict* and the ongoing conict in Ukraine have witnessed extensive use of drones
for o ensive operations and urban attacks, demonstrating that hostile drone activities
represent an immediate and evolving challenge.

Modern consumer drones amplify this threat. Today's commercial platforms o er
ight times exceeding 30 minutes (18), operational ranges of several kilometers (49),
payload capacities su cient for explosive devices (31), and autonomous navigation capa-
bilities requiring minimal operator skill (76). As technology advances, the barrier to entry
for drone-based attacks continues to diminish.

Even as drone interception techniques on sparsely populated regions improved re-
cently®, urban environments remain particularly challenging. Cities are characterized by
dense populations, critical infrastructure, high-value assets, and complex three-dimensional
spaces providing cover and concealment (15). A single weaponized drone penetrating ur-
ban airspace can threaten government buildings, transportation hubs, power infrastruc-
ture, or public gatherings within minutes. The physical density and vertical complexity
of urban terrain provide adversaries with numerous approach vectors while constraining
defenders' ability to employ aggressive countermeasures without risking collateral damage.

The legitimate expansion of commercial drone operations in urban airspace compounds
this challenge. As package delivery (125), insurance assessments (124), and aerial photog-

raphy become routine, defenders face an increasingly di cult signal-detection problem:

Shttps://www.youtube.com/watch?v=DfCspYYPi5I
“https://Mww.bbc.com/news/articles/cwy6w6507wco
Shttps://www.understandingwar.org/backgrounder/russian-drone-innovations-are-likely-
achieving-effects-battlefield-air-interdiction
Shttps://united24media.com/latest-news/ukraine-begins-mass-production-of-30-kilometer-
fiber-optic-drone-reel-8032
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distinguishing malicious drones from benign operations. Legal and regulatory frameworks
governing urban drone operations remain fragmented across jurisdictions and often lag
technological capabilities (131). This regulatory complexity, combined with the impera-
tive to avoid false positives, renders the urban counter-drone problem distinctly challeng-
ing.

Technical approaches for countering UAVs have concentrated predominantly on de-
tection and tracking’. Radio frequency detection systenmisdentify drone communication
signatures (13), radar systems track small aerial objects (61), and computer vision sys-
tems identify drones optically (71). While these detection modalities have matured, they
typically provide only binary presence information rather than assessing hostile intent or
threat severity. As defense experts at the Modern War Institute emphasize, "The earlier
you detect a threat, the sooner you can alert the force while air defense operators work
to defeat the threat."

Detection alone is insu cient. Security agencies must distinguish threatening drones
from benign operations within seconds of detection, while managing dual risks: false
positives (disrupting legitimate activities) and false negatives (resulting in catastrophic
security failures). The critical challenge lies not merely in knowing a drone is present, but
in rapidly determining whether it poses a threat and formulating an appropriate response.
This assessment must occur within compressed timelines, often less than 5 minutes from

detection to potential impact (46).

"https:/lwww.twz.com/air/ukraines-acoustic-drone-detection-network-eyed-by-u-s-as-
low-cost-air-defense-option

8https://www.zvook.tech/en
Shttps://mwi.westpoint.edu/understanding-the-counterdrone-fight-insights-from-combat-
in-iraq-and-syria/
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Existing counter-drone systems rarely incorporate the legal, regulatory, and ethical
constraints that must govern defensive actions in civilian environments. International
humanitarian law (126; 42), domestic aviation regulations (47), rules of engagement (60),
and collateral damage concerns impose strict limitations on permissible responses. An
autonomous defense system prioritizing e ectiveness while disregarding these constraints
is potentially counterproductive, risking civilian casualties, legal liability, and erosion of
public trust. Defensive systems must answer not only "Can we stop this threat?" but also
"How can we stop this threat?"

The scarcity of comprehensive drone trajectory data compounds these technical and
normative challenges. Privacy regulations, operational security concerns, and nascent
monitoring infrastructure mean security agencies possess limited historical data about
both benign and threatening ights (59). This data scarcity constrains developing au-
tomated response, limits adversarial tactic exploration through simulation, and hinders
defensive system validation. The few threatening drone ights that have been documented
provide insu cient training data for robust predictive models.

These converging challenges de ne the problem space this dissertation addresses: oper-
ational drone threats from state and non-state actors, the urban signal-detection problem,
technical gaps in threat assessment, legal and ethical constraints on responses, and data
scarcity. When a drone appears in urban airspace, security personnel must answer urgent

guestions:

Is this drone's ight pattern threatening or benign?
What are its likely targets?

What defensive actions are both e ective and legally permissible?
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How can we train autonomous systems to make these determinations reliably?
How can we test defensive strategies when real-world data on hostile ights is

scarce?

1.2. Problem Statement and Research Agenda

We now elaborate on the questions posed in the previous section. The central prob-
lem motivating this dissertation is: How can defenders rapidly identify threatening drone
trajectories in urban airspace, formulate legally compliant defensive responses, adaptively
learn e ective counter-strategies, and overcome data scarcity limitations, all while operat-
ing under severe time constraints and ensuring actions satisfy legal and ethical norms?

This overarching problem decomposes into 4 interrelated research agenda items:

Research Agenda 1: Early Threat Prediction. Can we accurately distinguish
threatening drone trajectories from benign operations using only initial ight segments?
What is the minimum observation window required for reliable classi cation in opera-
tional settings? What features prove most predictive of hostile intent? Addressing these
guestions is critical because urban drone threats unfold in less than 5 minutes from launch
to impact. E ective defense requires threat prediction early in the trajectory to enable
meaningful response options.

Research Agenda 2: Conditional Synthesis of Threatening Trajectories.

Given the scarcity of labeled threatening drone trajectory data, can we generate synthetic
datasets that exhibit realistic spatial patterns, temporal dynamics, and threat-specic
characteristics while capturing adversarial decision-making processes? How should tra-

jectory synthesis be conditioned on geography, asset locations, and threat intent to ensure
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generated data represents both benign and threatening behaviors appropriately? What
validation methodologies establish that synthetic trajectories improve predictive model
performance despite limited ground truth data?

Research Agenda 3: Legally Compliant Multi-Objective Decision-Making.

How can we formalize international humanitarian law (126; 42), domestic aviation regu-
lations, and rules of engagement into computational representations enabling automated
reasoning in real-time defensive scenarios? When multiple defensive objectives con ict,
how can autonomous systems e ciently identify Pareto-optimal sets of actions balancing
competing considerations (95)? What computational frameworks provide both legal com-
pliance guarantees and actionable decision support under operational time constraints?

Research Agenda 4: Constrained Reinforcement Learning for Defense. Can
reinforcement learning agents learn e ective multi-agent counter-drone policies through
interaction with realistic simulation environments while maintaining strict compliance
with legal constraints throughout the learning process? What architectural approaches
enable the integration of symbolic legal reasoning with neural policy learning? How should
reward structures be designed to encourage tactically sound defensive behaviors without
incentivizing norm violations?

These 4 research agenda items form an interconnected framework where advances in
one area enable progress in others. Early threat prediction provides a foundational capa-
bility upon which decision-making systems build. Legally compliant decision frameworks
guide the design of learning objectives. Synthetic data generation improves both threat

prediction accuracy and the diversity of scenarios encountered during policy training.
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1.3. Research Approach and Contributions

As mentioned in the previous section, this dissertation presents an integrated frame-
work for responsible urban drone defense addressing the research agenda through 4 inter-

connected contributions. We now elaborate on them.

1.3.1. DEWS: Drone Early Warning System

The rst contribution introduces the Drone Early Warning System (DEWS), a frame-
work for predicting whether drone trajectories are threatening based on initial ight seg-
ments (34). DEWS directly addresses Research Agenda 1 by demonstrating that accurate
threat classi cation is achievable within 30 seconds of ight commencement, providing de-
fenders with actionable intelligence while threats remain distant from potential targets.

DEWS' predictive approach integrates multiple feature categories capturing trajectory
characteristics, drone capabilities, geography, and operational context. Basic trajectory
features describe ight duration, distance traveled, and altitude proles. Drone capa-
bility features characterize payload capacity, maximum velocity, and endurance. No-y
zone features quantify regulatory compliance. Critically, DEWS incorporates asset-based
features assessing the value of ground locations over own, recognizing that threat severity
depends on what the drone threatens.

The DEWS architecture employs an ensemble of 11 classi ers spanning logistic regres-
sion, support vector machines, random forests, gradient boosting, and neural networks.
Each classi er undergoes feature selection to identify the most e ective prediction fea-

tures. Late fusion combines classi er predictions, leveraging the complementary strengths
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of di erent model families. The complete technical implementation and experimental
methodology are detailed in Chapter 2.

Extensive experimental validation using 8 months of real drone trajectory data col-
lected over The Hague by Dutch Police demonstrates DEWS's e ectiveness. The dataset
comprises 349 trajectories spanning recreational ights, commercial operations, and po-
tentially threatening scenarios. Each trajectory received a threat score on a scale from
1 to 10 based on assessments by police o cers and municipal security o cials, with Co-
hen's kappa of 0:772 indicating substantial inter-annotator agreement. Using only the rst
30 seconds of trajectory data, DEWS achieves F1-scores exceeding 0:85 for high threat
classi cation.

Ablation studies reveal that asset-based features, speci cally the maximum value of
assets over own, constitute the single most predictive feature category. This nding
highlights the importance of geographic context in threat assessment and motivates the
geographic conditioning approach employed in synthetic trajectory generation.

Systematic evaluation across observation windows from 5 seconds to 6 minutes char-
acterizes the fundamental tradeo between earliness and accuracy. Prediction perfor-
mance improves rapidly during the rst 30 seconds, plateaus between 30 seconds and
2 minutes, and exhibits minimal improvement beyond 3 minutes. This characterization
provides actionable guidance for operational deployment, suggesting defensive systems

should commence threat assessment at approximately 30 seconds post-launch.
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1.3.2. STATE: Synthetic Trajectory Generation

The second major contribution addresses data scarcity through STATE (Safe and Threat-
ening Adversarial Trajectory Engine), a conditional generative modeling framework for
synthesizing realistic drone trajectories tailored to speci ¢ urban environments and threat
contexts. STATE addresses Research Agenda 2, recognizing that e ective machine learn-
ing in drone defense is fundamentally constrained by limited access to training data,
particularly for threatening operations.

STATE's generative architecture conditions trajectory synthesis on 3 categories of in-
formation: geographic context, threat intent, and stochastic variation. The geographic
context tensor encodes satellite imagery, road networks, building footprints, population
density, no-y zone boundaries, and asset value maps for the urban region of interest.
This rich spatial representation enables STATE to generate trajectories that respect to-
pographic constraints, follow plausible navigation patterns, and exhibit threat-appropriate
relationships to valuable assets. The threat intent label explicitly conditions the genera-
tive process to produce trajectories matching the speci ed category. Latent noise variables
seed diversity, ensuring multiple synthesis runs produce distinct trajectories.

STATE's novel architecture employs a variational autoencoder (VAE) architecture (58)
modi ed to incorporate conditional information at multiple stages. The encoder net-
work maps real trajectory exemplars into a learned latent space while conditioning on
geographic and intent information. The decoder network generates trajectories from la-
tent samples, conditioned on geography and intent. A novel critic module derived from
DEWS' threat classi cation components provides additional supervision during training,

encouraging the generator to produce trajectories that DEWS would correctly classify.
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This threat-alignment loss ensures synthetic threatening trajectories exhibit characteris-
tic patterns: proximity to sensitive assets, violations of airspace restrictions, and unusual
trajectory pro les. Chapter 3 provides comprehensive technical details of the architecture
and training procedures.

We validate the proposed method on a combination of quantitative distribution match-
ing metrics, qualitative expert assessment, and downstream task performance evaluation.
Distribution matching evaluates whether synthetic trajectories’ statistical properties align
with real data across both threatening and benign categories. Expert assessment by se-
curity personnel manually evaluates the qualitative realism and threat characteristics of
individual synthetic trajectories. Downstream task evaluation demonstrates that threat
prediction models trained on augmented datasets combining real and synthetic trajectories
outperform models trained only on real data, with improvements being most pronounced
for data-starved urban regions.

In summary, STATE extends the frontier of synthetic data generation for security ap-
plications by demonstrating that conditional synthesis of adversarial behaviors is feasible
when appropriately constrained by domain structure. The ability to generate threat-
conditioned trajectories for arbitrary urban regions enables defensive system development

and testing in locations where real threat data does not exist.

1.3.3. POSS: Pareto-Optimal Status Sets for Legally Compliant Decision-

Making

The third contribution addresses Research Agenda 3 through the Pareto-Optimal Sta-

tus Sets (POSS) framework, which formalizes decision-making for autonomous defensive
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systems in the presence of legal and ethical compliance requirements (36). POSS recog-
nizes that e ective drone defense requires not merely the technical capability to intercept
threats but also systematic reasoning about the legal permissibility, ethical justi cation,
and operational appropriateness of defensive actions.

POSS operationalizes legal and regulatory reasoning through 3 formal components:
deontic logic for representing normative concepts (50; 79; 53), multi-objective utility
functions for quantifying competing objectives, and Pareto optimization for identifying
non-dominated action sets (95). The deontic logic component employs modal opera-
tors (50; 79; 53), obligation (O), permission (P), and prohibition (F), to express legal
constraints in formal terms amenable to automated reasoning (105).

The multi-objective utility component recognizes that defenders simultaneously pur-
sue multiple goals: neutralizing threats, minimizing collateral damage to civilians and
infrastructure, preserving defensive capabilities, and maintaining proportionality between
threat severity and defensive response. POSS represents these objectives through sepa-
rate utility functions, explicitly maintaining the distinction among objectives and enabling
decision-makers to analyze tradeo s.

The Pareto optimization component identi es the set of actions that are non-dominated
with respect to multiple objectives. In multi-objective optimization, a solution is Pareto-
dominated if there exists another solution that improves at least one objective without
degrading any other (95). The Pareto-Optimal Status Set represents the frontier of achiev-
able outcomes where improving one objective necessarily requires sacri cing another. Im-
portantly, POSS computes this set subject to legal constraints expressed in deontic logic,

pruning candidate actions to retain only those complying with all applicable prohibitions



33

and obligations before evaluating their placement on the Pareto frontier. This two-stage
process ensures the system never presents legally impermissible actions as viable options.
The formal foundations and algorithmic implementations are presented in Chapter 4.
Experimental validation of POSS employs autonomous vehicle scenarios as a testbed.
The validation uses highway driving scenarios where autonomous vehicles must navigate
multi-lane tra ¢ while optimizing multiple objectives including lane shift penalties, exit
miss penalties, and speed change penalties, all while complying with tra c regulations
encoded in deontic logic. Comparative evaluation demonstrates that POSS algorithms
achieve substantial performance gains while maintaining legal compliance guarantees.
While this validation demonstrates POSS's e ectiveness in the autonomous vehicle do-
main, the framework’s principles of integrating deontic constraints with multi-objective

optimization apply directly to drone defense scenarios.

1.3.4. GUARDIAN: Learning-Based Defense with Legal Compliance

The fourth contribution synthesizes the preceding components into GUARDIAN (Governance-
Uni ed Aerial Reinforcement-Defense In Accordance with Norms), a reinforcement learning-
based defensive system designed to learn e ective counter-drone policies while maintain-
ing legal and regulatory compliance. GUARDIAN directly engages Research Agenda 4
by demonstrating that adaptive learning and the satisfaction of legal requirements are
compatible objectives.

GUARDIAN's architecture integrates 3 major components: a Markov Decision Pro-
cess (MDP) formulation (119) representing the sequential decision-making problem faced

by defenders, a multi-agent reinforcement learning algorithm discovering e ective policies
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through simulated experience, and a POSS-based action pruning mechanism restricting
policy search to legally compliant behaviors. The MDP formulation captures state space
encompassing positions and status of friendly and adversarial assets, observations from
sensor networks, and environmental factors. The action space includes movement com-
mands for defensive drones, sensor tasking decisions, and engagement authorization. The
reward function incentivizes threat neutralization while penalizing collateral damage, re-
source expenditure, and mission failures.

The multi-agent reinforcement learning component employs deep Q-networks (103)
extended to multi-agent settings, enabling coordination among heterogeneous defensive
assets with di erent capabilities and information access. Centralized training with decen-
tralized execution (107) allows agents to share experiences during learning while executing
independently during deployment.

The integration with POSS represents GUARDIAN's most distinctive innovation. At
each decision point during both training and execution, POSS evaluates candidate actions
available to defensive agents, pruning to retain only those satisfying legal and regulatory
constraints given the current state. The reinforcement learning agent selects from this
constraint-satisfying action set, ensuring learned policies never explore legally impermis-
sible actions. This hard constraint enforcement contrasts with reward shaping approaches
where constraint violations incur penalties but remain possible. GUARDIAN's approach
provides formal guarantees that deployed policies satisfy legal constraints by construction.

Validation employs extensive experiments within a purpose-built 2D grid-based testbed
across diverse con gurations. The testbed simulates urban environments as grids of vary-

ing sizes, with experiments systematically varying the number of Blue team drones, the
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ratio of Blue to Red drones, communication uncertainty with headquarters, and the com-
plexity of deontic constraints. Results demonstrate that GUARDIAN successfully learns
e ective defensive policies while maintaining legal compliance. Comparison against uncon-
strained reinforcement learning baselines reveals that integrating legal constraints early
in the learning process produces policies with more stable training dynamics and, in cer-
tain scenarios particularly at larger problem scales, comparable or superior performance
to unconstrained approaches. This counterintuitive nding suggests hard constraints can
facilitate learning by focusing exploration on viable policy regions. The complete experi-
mental framework and results are detailed in Chapter 5.

GUARDIAN's contribution advances safe reinforcement learning by demonstrating
that meaningful ethical and legal constraints can be formally integrated into the learning

process for complex multi-agent decision problems.

1.4. Dissertation Structure and Chapter Organization

This dissertation is organized into six chapters presenting an integrated framework
for responsible urban drone defense. Following this introduction, Chapter 2 presents
DEWS for early threat prediction from minimal trajectory observations, while Chapter 3
introduces STATE for conditional synthesis of realistic threat-conditioned trajectories to
address data scarcity. Chapter 4 develops the POSS framework for legally compliant
multi-objective decision-making using deontic logic and Pareto optimization. Chapter 5
extends the contribution into GUARDIAN, demonstrating that reinforcement learning
agents can learn e ective multi-agent defensive policies while maintaining strict legal

compliance through POSS-based constraint pruning.
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The concluding chapter synthesizes contributions, discusses limitations, and articu-
lates future research directions. During this research, we also developed DUCK (Drone
Urban Cyberdefense) (35), a photo-realistic three-dimensional simulation testbed built on
the Unreal Engine, providing supporting infrastructure for future system-level integration
and validation in operationally realistic environments. While DUCK does not constitute
a primary contribution, it demonstrates the feasibility of implementing the dissertation's
components in realistic simulation settings and represents an important platform for future
work integrating DEWS threat predictions with GUARDIAN-learned policies operating

in three-dimensional urban environments.

1.5. Expected Contributions and Impact

This dissertation makes several contributions to the elds of security, arti cial intelli-
gence, and autonomous systems.

Technical Contributions: The work advances threat prediction through DEWS's
demonstration that accurate classi cation is achievable from minimal trajectory obser-
vations using real-world law enforcement data. STATE extends generative modeling
techniques to trajectory generation for security applications, introducing geographic and
threat conditioning that addresses the critical data scarcity problem. POSS provides a
principled framework for integrating legal constraints with multi-objective optimization,

o ering both theoretical rigor and practical algorithms. GUARDIAN demonstrates the
architectural feasibility of reinforcement learning with hard constraint enforcement for

multi-agent coordination problems.
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Empirical Contributions: Extensive experimental validation using real trajectory
data from European law enforcement, expert assessments by security personnel, and sys-
tematic component-level evaluation provides empirical evidence for the feasibility of re-
sponsible urban drone defense. DEWS's characterization of tradeo s between earliness
and accuracy o ers actionable insights for operational deployment. STATE's synthetic
data generation demonstrates measurable improvements in threat prediction when used
for training augmentation. POSS's identi cation of Pareto-optimal action sets illustrates
the practical value of multi-objective optimization under constraints. GUARDIAN's val-
idation establishes the architectural soundness of constrained reinforcement learning.

The framework presented represents meaningful progress toward responsible urban
drone defense systems designed to be simultaneously e ective at neutralizing threats,
compliant with legal and regulatory constraints, adaptive to evolving adversarial tactics,
transparent in their decision-making processes, and subject to meaningful human over-
sight. This research demonstrates that these objectives are compatible and that progress
toward their realization is possible through rigorous interdisciplinary inquiry bridging

computer science, security studies, legal scholarship, and ethics.
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CHAPTER 2

A Drone Early Warning System (DEWS) for Predicting
Threatening Trajectories

Over the last few years, there has been increasing use of drones by terror groups
and in armed con ict. Several technologies have been developed to detect drone ights.
However, much less work has been done on the Drone Threat Prediction Problem (DTPP):
predicting which drone trajectories are threatening and which ones are not. We propose
DEWS (Drone Early Warning System), a framework to solve this problem. Solving DTPP
early is key. Once a drone starts on its trajectory, we show that DEWS can make accurate
predictions within 30 seconds of the ight with an F1-score of over 80% on data about a
major European city. We study the tradeo between earliness of predictions and accuracy.

We identify the key features that ensure good predictions.

2.1. Introduction

Terror groups such as ISIS (3), the PKK (108), Lashkar-e-Taida and others are
increasingly using drones in various operations. Drones are also becoming a preferred
instrument of nation state warfare as evidenced by the war in Ukraine. There is now deep

concern that cities will be targeted by drone attacks (13).

Ihttps://www.indiatoday.in/india/story/drone-attack-initial-probe-lashkar-role-jammu-
and-kashmir-police-chief-1820679-2021-06-29
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However, the skies over a city are traversed by numerous drones. Realtors use drones
to get aerial shots of properties for sale(125), insurance companies use drones to look
for undeclared pools and property damage (124), sports arenas use drones to capture
crowd pictures and game plays (132), and more. A major problem for police and security
organizations around the world is to distinguish the few drones that pose a threat from
the many that are benign. And we need to do this as early as possible. As stated by
defense experts at the Modern War Institute at West Poirtt The earlier you detect a
threat (drone, rocket, missile, or artillery), the sooner you can alert the force to seek
shelter while the air defense operators work to employ their systems to defeat the threat .

This is the problem that we address in this chapter: developing a machine learning
model that takes an initial part (e.g. the rst 5, 10, 20, 30 seconds, :::) of a drone
trajectory as input and predicts if it is threatening or not. The smaller the initial part,
the earlier we can bring a potentially threatening trajectory to the attention of security
agencies. But a small initial part might be too small to make a good prediction.

Though there has been a great deal of work on predicting trajectories of moving objects
(e.g. mobile phones (65), drones (101)), there has been relatively little work on quantifying
the threat posed to a city or geographic area by a drone. To quantify this threat, we must
not only understand the drone's trajectory, but also the drone's capabilities (e.g. payload,
battery life, max speed) and the value of the assets on the ground that the drone is ying

over.

2https://mwi.westpoint.edu/understanding-the-counterdrone-fight-insights-from-combat-
in-irag-and-syria/
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Our DEWS Drone Early Warning System predicts whether a drone trajectory is threat-
ening or not. DEWS tries to understand how long we need to observe a drone ight in
order to predict whether the drone poses a threat or not.

DEWS is novel in several respects. (i) As far as we know, DEWS is the rst framework
to predict the threat a drone ight poses to a city. (ii) It is the rst framework to
understand the tradeo between the time for which a drone trajectory is observed (the
observation window ) and threat prediction accuracy. (iii) In addition to the trajectory,
DEWS looks at features about the drone's capabilities, violations of no y zones, assets on
the ground, and more. (iv) DEWS identi es the key features linked to accurate predictions.
We nd that the values of assets on the ground that a trajectory ies over constitute the
single most important feature in assessing the threat of the trajectory. (v) DEWS can
make predictions with an F1 score exceeding 0.8 in 30 seconds in operational use (after
training), suggesting that it can be used for real-time predictions. (vi) DEWS has been
tested by Dutch police, municipal, and security o cials on 8 months of real trajectories
over The Hague and the results show an F1-score over 0.85.

This chapter is organized as follows. The "Related Work" Section discusses related
work. Next, Section "DTPP: Drone Threat Prediction Problem" formalizes the problem
studied. Our "DEWS Architecture" Section provides a detailed description of our archi-
tecture, including its features and training process. Section "Experiments” presents the
predictive performance of 11 ML models and a late fusion classi er) as the observation
(i.e. training) window increases. After this, a "Limitations and Future Work" section

describe limitations of the framework.
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2.2. Related Work

Predicting the future location of a moving object has been explored in various domains
(52; 97). Vision-based object tracking methods (25) predict the future location of moving
objects. This work has been used in self-driving cars (97) to create plans based on
predicted future locations of humans and nearby moving objects. Other research uses
historical GPS data to predict mobility of devices (65).

Numerous papers predict vehicle trajectories by learning models from historical driv-
ing data (14). Temporal models such as LSTMs with attention networks (68; 83; 104)
have been proposed for trajectory prediction. Recent advances incorporate trajectories
of nearby vehicles to reduce accidents (64). Drone trajectory prediction has been widely
studied across various applications, including autonomous aerial cinematography (17),
delivery (101), and search and rescue (1).

There is also work on predicting a mobile phone's next location based on historical
movement data (92; 91). These approaches include sequential pattern learning techniques
to predict a phone's future location and/or human movements.

DEWS di ers from past e orts in two respects. First, it predicts if a drone trajectory
is threatening or not, which past works don't do. Second, DEWS is the rst to study
how early in a trajectory we can make a good prediction. This is particularly important
because timeliness is key in mitigating drone threats. The identi cation of a threat is a
crucial input for the subsequent command and control process resulting in some kind of
intervention. DEWS not only obtains features from the drone trajectory, but also from
assets on the ground and the drone's capabilities. Past work doesn't consider assets on

the ground.
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Figure 2.1. Sample drone trajectory with its 30-second restriction. The trajectory data is from
a real drone, but the city was altered for security reasons.

2.3. DTPP: Drone Threat Prediction Problem

Suppose C is a city to be protected. We obtain a map of C containing locations of
important national buildings, security installations (e.g., police stations, military bases),
government buildings, hospitals, tourist attractions, entertainment venues, homes, parks,
roads, bridges, utilities, et Once the city C is selected, we de ne an asset valuation
map V al(C), which assigns a value to every point within the city. High V al(C) values

corresponds to important locations.

where each id = (lat j;long;; alt;) is d's location at time t; in terms of latitude, longitude
and altitude, respectively. The temporal restriction of a trajectory 4 to time j, denoted
tr( q;j), is the set fC %t)j(C%t) 2t~ t; jg: We use T to denote a given set of
trajectories and we use tr(T ;) = ftr(;j)jt 2 T g to be the restriction of the trajectories

SWe used OpenStreetMap https://www.openstreetmap.org.
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Figure 2.2. DEWS Architecture. Data set preparation involves annotating asset values and
drone trajectories by police. Subsequently, DEWS extracts features and trains 11 classiers
M1; ;M toyield 11 predictions which are integrated using late fusion to predict the nal
threat level. During operational use (after training), an initial part of a live trajectory is processed
to extract features, and the combination of single predictors and late fusion produces the nal
threat score.

in T to the rst | timepoints. Figure 2.1 shows a drone's trajectory 4 and its restriction
tr( ¢; 30) to 30 secondé. As an example, we may wish to predict the level of threat posed
by tr( 4;30) after the 30 seconds of the ight. The threat score is given by y) 2 [1; 10].
The higher the threat score, the more threatening the drone's trajectory.

The Drone Threat Prediction Problem (DTPP[lev]) is to learn a function f lev -
(d;tr( g;J)) ! fO; 1g; such that f(d;tr( ;) = 1 if the threat posed by ; lev, where
lev 2 [1;10].

DTPP can work after any observation window j > 0 after the drone ight begins.
This is critical for security. The earlier predictions are made about the threat level
of trajectories, the earlier security o cials can prioritize their responsed. Earliness of
prediction must be balanced against accuracy of prediction. Understanding this balance

is a major goal of this chapter.

4Drone locations may be acquired at irregular intervals.
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Table 2.1. DEWS Dataset Statistics

Threat Score
Statistic | [1;3] [4;7] [8;10]

Number of Drones | 18

Number of Trajectories \ 213 94 42
Avg. Duration (s) | 265 298 286
Avg. Distance (m) \ 435.1 988.2 752.1
Avg. Altitude (m) | 62.69 1159 100.7

Avg. Speed (km/h) | 7.088 14.58 10.41

2.4. DEWS Architecture

Figure 2.2 shows the DEWS architecture. DEWS uses a dataset of drone trajectories
annotated by Dutch police and municipality Table 2.1 presents a brief overivew.

The Feature Extraction module extracts key features that characterize a drone tra-
jectory. The Threat Classi cation module combines the predictions of 11 classi ers to

provide a nal classi cation.

2.4.1. Trajectory Training Data

We collected a dataset of 349 drone trajectories to train DEWS. These trajectories rep-
resent all known recorded drone ights over The Hague captured by Dutch police and
municipality over a period of eight months. The threat of each trajectory was assessed
on a 1-10 scale by at least one police o cial. 50 trajectories were annotated inde-
pendently by 2 or more police and municipal o cers. To assess agreement

amongst the o cials, we computed the inter-annotation weighted Cohen's

kappa coe cient of 0.772, indicating substantial agreement amongst annota-

tors..
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Police o cials then categorized trajectories as low threat (score < 4), medium threat

(score 2 [4;8)), and high (score 8) threat.

2.4.2. Feature Extraction

This module extracts 110 features for each trajectory. Appendix A describes all the
features.

Basic features o er an initial summary of each trajectory. They include the number of
observations, duration of the ight, distance traveled, and communication channel used
(e.g. radio-frequency, Wi-Fi).

Capability features include physical attributes (e.g., weight, dimensions) and perfor-
mance speci cations (e.g., maximum payload, battery capacity). These features are crit-
ical for assessing the drone's operational limits and the potential threat it may pose.

Altitude features (e.g., the mean altitude above takeo ) and speed features (e.g., min-
imum/maximum speeds) provide insight into the dynamics of each trajectory. They are
essential for detecting suspicious activities and ensuring regulatory compliance as drones
may have altitude or speed restrictions.

No-y Zone features capture the behavior of trajectories in terms of their respect for
the law. We used no-y zone datd, and de ned six features to quantify the proximity
of the trajectory to a no-y zone, e.g., whether the drone entered a no-y zone, the
percentage of time the trajectory was within a no-y zone.

Asset-based features (e.g. dams, utilities, government buildings, defense sites) also

need to be considered when assessing the threat of a trajectory. We de ned features

Shttps://www.godrone.nl
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about the proximity of the trajectory to these assets (e.g. the maximum/mean asset
values over own). Asset values were provided by Dutch police.

Observation history features capture the similarity between the current trajectory and
historical trajectories. Self-similarity features refer to the similarity between the current
trajectory and past trajectories of the same drone, which can help detect recurring ight
patterns or behaviors that may indicate potentially benign operations. Cross-similarity
features capture the similarity between the current trajectory and past trajectories of other
drones. This may be useful for identifying anomalous behavior by comparing it to known
suspicious or dangerous ight patterns exhibited by other devices. Cosine similarity is

used in both.

2.4.3. Threat Classi cation

The Threat Classi cation module predicts the threat level (low, medium, high) of a tra-
jectory based on its extracted features. To accomplish this, we trained a suite of 11
well-known machine learning classi ers, encompassing both traditional and neural net-
work models®

For each classi er, we did hyper-parameter optimization and applied feature selection
to identify the most relevant subset of features. The feature selection process consists
of three main steps: (1) removing constant columns, (2) retaining only one feature from
pairs of features with a Pearson correlation greater than 0.95, and (3) selecting the top-

k features based on their Mutual Information (MI) scores, where k is a user-de ned

5The classi ers used in DEWS are: Logistic Regression, k-Nearest Neighbors (KNN), Support Vector
Machines (SVM), Decision Trees, Random Forest, Gradient Boosting, Naive Bayes, AdaBoost, Extra
Trees, a Multi-layer Perceptron (MLP), and a wide-and-deep neural network.
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parameter. This approach allowed us to develop specialized models that leverage distinct
subsets of features for the same trajectory, thereby enhancing model diversity within the
suite.

After individually training each model M;, we used late fusion to combine their pre-
dictions. The nal threat score for a trajectory t is computed as a weighted sum of the
probability estimates produced by each model: y(t) =P i1:11 Mi(t) wi, where M(t) rep-
resents the probability prediction of model M that trajectory t is threatening, and w;
denotes the weight assigned to model M The weights w were optimized through grid
search to identify the combination of weights that maximized overall classi cation perfor-
mance. This fusion process enables DEWS to integrate the strengths of multiple models,

ensuring robust and accurate threat classi cation.

2.5. Experiments

All experiments were conducted on a computational platform having a 10th Gen
Intel iI9-10980XE processor, 256 GB of RAM, and an NVIDIA RTX A6000. The codebase
involved approximately 2000 lines of code in Python 3.10. All classi cation models were
implemented using the Scikit-learn library, expect for the wide and deep classier for

which we used the Tensor ow 2 library.

2.5.1. Data Collection

Data about 349 drone trajectories over a Dutch city was systematically collected by the
Dutch police using the Senhivecommercial drone tracking system. This system tracks

drones by monitoring their communication frequencies with drone operators, allowing

’https://senhive.com/sen-id-1
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for the detection and recording of their trajectories within a radius of 25 km.  The
Senhive system provides the device model name (e.g., DJI Mini 3 Pro) for drones detected
within its operational range. Based on this information, we derived the capability features
by referencing the manufacturer-provided speci cations for each identied model. An
anonymized version of this dataset was provided by the Dutch Police to the academic
part of our team, with sensitive information such as device IDs replaced with anonymized
IDs. Summary statistics for the dataset are provided in Table 2.1.

We developed our own GUIs for annotating asset values and threat scores associated
with the drone trajectories. Each trajectory was individually assessed and annotated
based on its speci ¢ characteristics and potential threat level by 2 police o cials and 2
security o cials from the Hague Municipality, all with deep experience in drone threat

assessment.

2.5.2. Experimental Protocol

In our experiments, we address the DTPP problem at three distinct levels: 3, 5 and 7.

This corresponds to the scenarios detailed as follows:

() Low-Threat Prediction (LTP): trajectories with a threat score in the [1;4) range
(i.e. greater than or equal to 3 and strictly less than 4) are considered low threats.
The LTP problems predicts no-threat (score less than 3) and low threat (score
greater than 3). As you can see from Table 2.1, 213 of 349 trajectories (61.03%)
in our dataset were considered to be low threat which was consistent with what

our security experts had seen in their real-world assessments.
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(i) Medium-Threat Prediction (MTP): trajectories with a threat score in the [4;8)
range are considered medium threat trajectories. So MTP distinguishes between
medium threats (score of 4 or more) and other trajectories. Table 2.1 shows that
94 of 349 trajectories (26.93%) in our dataset posed a medium threat.

(i) High-Threat Prediction (HTP): trajectories with a threat score greater than or
equal to 8 are classi ed as threatening. Finally, Table 2.1 shows that the other

42 trajectories (12.03%) in our dataset posed a high threat.

By applying the learned predictive models for a given trajectory, we can uniquely
classify a trajectory into one of the four threat levels (no threat, low, medium, high
threat).

These classi cation tasks are increasingly di cult due to the skewed distribution of

threat labels, with the HTP setting containing signi cantly fewer threatening trajectories

compared to MTP and LTP.

We conducted three experiments:

Early Threat Prediction Evaluation: We assess DEWS's capability for early threat
prediction by varying the observation window for each trajectory. Speci cally,

we analyze each trajectory t using the rst i seconds of a ight, where i 2
f1;5;10; 20; 30; 60; 180; 360; 720g. This assesses how early accurate predictions
about the potential threat can be made.

Ablation Study: To determine the relative importance of di erent feature types,

we systematically remove each feature type from the model and retrain the

DEWSJIf] late fusion predictor. Performance is then evaluated based on recall,
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precision, and F1-scores to identify which features contribute most signi cantly
to predictive accuracy.

Feature Relevance Analysis: Assuming that features selected for classi cation are
the most relevant for solving the task, we analyze the features chosen by each
classi er during the feature selection process. For each observation window, we
count how often each attribute is selected for classi cation across all classi ers
in the model suite. These counts are then normalized to compute the relative

frequency of each feature category. Specically, let w denote an observation

be the classi ers in the model suite. We de ne:
N iJ(W) as the count of how often the feature Fis selected for classier M
during M;'s features optimisation process for classi cation, within window
W,
N i(W) as the total count of how often the feature F is selected across all
classiers, i.e.
N = . NS
=1
To compute the relative frequency if"") of the feature F for the observation

window w, we normalize I\iw) by the total counts for all attributes:

W) N_(W)
= P —w

N

k=1 k

Runtime: We measure DEWS's runtime for feature extraction and classi cation

with late fusion in operational use (after training).
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(@) (b) ()

Figure 2.3. High-Threat Prediction (HTP) settings: Precision (a), Recall (b), and F1-score (c)
metrics are shown as functions of varying temporal restrictions on the trajectories. The top row
provides a zoomed-in view of the results for shorter time windows (less than 30 seconds), while
the bottom row displays the complete range of observation windows.

All experiments were conducted using time series cross-validation, i.e. we learned a
model from an early set of trajectories and then used them to predict on later sets of

trajectories.

2.5.3. Results

Early Threat Prediction Evaluation. Figure 2.3 illustrates DEWS's performance under
the HTP setting.  This setting poses the biggest challenge in our work because of
class imbalance (12.03% highly threatening, 87.97% not highly threatening) which is well-
known to be di cult to handle.

Figures 2.3a, 2.3b, and 2.3c depict precision, recall, and Fl1-score, respectively, for
all 11 classi ers as well as the DEWS late fusion classi er, DEWS]If]. These metrics are
analyzed by varying the observation window. Performance comparisons under MTP and

LTP settings are reported in the Appendix A.
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Finding 1: Late Fusion is the Best Predictor. Late fusion consistently outper-
forms the 11 classi ers across all observation windows, achieving the highest results in
terms of precision, recall, and F1-score. As shown in Figure 2.3, within an observation
window of 30 seconds, DEWSJIf] stabilizes at an F1-score of approximately 80%, with
precision exceeding 90% and recall around 75%. As the observation window increases,
performance shows an upward trend, with the most substantial improvement occurring be-
tween one minute and three minutes. The best performance is achieved at the six-minute
threshold, where precision reaches 0.967 and recall 0.869.

Finding 2: Increasing the Observation Window may Not Improve Per-
formance. Interestingly, increasing the observation window does not always lead to
improved performance. For example, Figure 2.3 shows that the highest recall of 0.789
for shorter observation windows occurs with 5 seconds of observation, when precision is
0.934 (using our DEWSJIf] classi er). Both metrics show a slight decline when the window
is extended up to 30 seconds. Moreover, beyond six minutes, performance deteriorates
across all models and metrics.

Finding 3: Precision is always higher than recall. Figure 2.3 shows that the
same time thresholds yield higher performance in terms of precision compared to recall.
For instance, with a short observation window of 5 seconds, precision reaches 0.934, while
recall is comparatively lower at 0.789. This trend is consistently observed across all
observation windows. This is due to the imbalance of the data considered for the HTP
problem which causes DEWS to be more conservative when predicting the the highly
threatening (minority) class. This suggests that DEWS is very accurate at detecting

highly threatening trajectories with a very low false positive rate.
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Figure 2.4. Ablation Study: Fl1-score under LTP (a), MTP (b) and HTP (c) settings when
removing one feature category. The dashed line represents the scenario with all features.

This is extremely valuable for police for two critical reasons: First, it enhances trust
in the system, as the low false positive rate minimizes the likelihood of unnecessary inter-
ventions. Second, in resource-constrained environments, human assessment of predicted
high threat can be costly and ine cient. High precision ensures that humans don't get
frustrated with false positives.

Ablation Study. Figures 2.4a, 2.4b and 2.4c show the F1-scores obtained when remov-
ing individual feature categories under the LTP, MTP, and HTP settings, respectively.

Finding 4: Asset-related features are the most critical for threat prediction.
We see from Figure 2.4 that with a 5-second observation window, the F1-score with all
features included is 0.723 in the HTP setting, but decreases to 0.586 when asset features
are excluded, representing a 19% reduction in performance.

Equally surprising are the features that proved to be less important than we had
expected. For example, we initially hypothesized that no-y zone features would play
a signi cant role in threat prediction, yet they had a relatively minor impact on the

model's performance. Similarly, we expected the type of drone (e.g., fast drones with
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Figure 2.5. Feature Relevance Analysis (HTP problem): relative frequency of feature categories
selected by classi ers across di erent temporal restriction windows.

large payloads) to be a key predictor, but their importance for prediction was small.
Additionally, speed-related features, which we assumed would be important, turned out
to have limited signi cance in our experiments.

Overall, these ndings support our preliminary hypothesis that the geographical re-
gion, represented by asset-related features, is a key determinant in assessing the threat
level of a trajectory, independent of the drone's intrinsic characteristics or the specic
properties of the trajectory itself.

Feature Relevance Analysis. The results in Figure 2.5 (HTP problem) indicate that
as the observation window increases, the importance of asset-related features becomes
more pronounced. For instance, after a 180 second observation window, over 60% of the
features used for classi cation belong to the asset category. Interestingly, within the rst
1-5 seconds of observation, capability-related features show relatively high importance.
The importance of these features decreases sharply with longer observation windows.
This may be due to the limited information available in short observation windows, where

the drone's capabilities alone serve as a strong indicator of potential threat.
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Figure 2.6. Runtime Analysis (HTP problem): Time (in seconds) for feature extraction (left)
and prediction using late fusion (right).

Runtime. Figure 2.6 shows the mean DEWS runtime for feature extraction and predic-
tion (with late fusion) under the HTP setting in operational use. The feature extraction
time shows a slight increase with a larger observation window, re ecting the additional
computational load due to the increased number of trajectory points. In contrast, the pre-
diction time is not a ected by the length of the trajectory. With an overall classi cation
time of approximately 3 seconds, the DEWS system demonstrates its potential for real-
time predictions, enabling trajectory classi cation after just 3-5 seconds of observation.

This highlights the system's suitability for applications requiring prompt decision-making.

2.6. Limitations and Future Work

Like all studies, our study can be improved in many ways. First, we note that we
looked at all trajectories over a city that Dutch police tracked over an 8-month period.
Drone tracking technology (e.g. radar or acoustic sensors) that di ers from the methods
used by Senhive (which monitor drone communications frequences - but further details
are proprietary to the company and we don't have access to it) may enable tracking ights

that Senhive doesn't track. DEWS' predictive accuracy and operational e ectiveness when
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a di erent tracking method is used remains to be studied. That said, our results show that
the single biggest factor in assessing drone threat is the assets in the city which doesn't
change based on the drone. Second, our dataset includes trajectories from a single city in
the Netherlands, posing challenges to generalization across diverse operational scenarios
(e.g., warzones). For instance, detecting threatening vs. non-threatening drones in a
battlespace (e.g. Ukraine) may dier. Yet, DEWS has been tested with three di erent
distributions (LTP, MTP, HTP), so there is hope that the same principles apply - however,
we do not have labeled information about drone trajectories in warzones. Third, once
adversaries know about DEWS, they may take evasive actions to prevent their intentions
being predicted. This is partly mitigated by our nding that asset value is the important
feature in assessing threat - and adversaries cannot manipulate that. But the development
of ML models that are more robust to an adversary's evasion attempts need to be studied
as a next step. Fourth, two or more trajectories that individually seem non-threatening
might collude to pose a signi cantly higher threat. This needs to be studied. Finally,
DEWS is designed for use by public authorities only. While misuse (e.g. privacy violations)
are possible, other excellent e orts such as (123; 122) can be combined with DEWS to
mitigate such risks, e.g., by utilizing features that do not include information capable of

identifying drones or revealing their start/end coordinates.

2.7. Conclusion

To the best of our knowledge, this is the rst work to explicitly study the problem of
how threatening a drone ight is to a city or geographic region. We propose a repertoire of

features for quantifying the threat of a drone ight, build out the rst drone threat dataset
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that was assessed by police and security o cials and will be made publicly available (with
some anonymization to ensure security), and build the rst predictive models to assess the
threat level posed by a trajectory. We are also the rst to show that we can predict threat
levels early, when a trajectory is just underway. With just 30 seconds of trajectory data,
DEWS is able to make predictions of high threat levels with an F1-score over 0.8. And
these predictions take only a few seconds to make. Predictive accuracy goes up till about
5-6 minutes of the trajectory is observed. This enables DEWS to continuously provide
forecasts to security o cials after 30 seconds of the ight is observed and they can decide
on their response depending on their own judgement and knowledge of context. DEWS
also allows predictions to be tailored to a speci ¢ context and threat assessment. In other
words, given a speci c threat assessment, particular assets (on the ground) or capabilities
(of drones) may be valued di erently and DEWS will still work.

Our biggest new nding is that the key determinant of the danger posed by a trajectory
is not the trajectory itself, but the values of the assets on the ground that a trajectory

ies over.
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CHAPTER 3

STATE: Safe and Threatening Adversarial Trajectory Engine

Chapter 2 demonstrated that accurate early threat prediction requires comprehen-
sive training data spanning benign and threatening trajectories. However, operational
drone monitoring infrastructure captures limited threatening ight examples, and privacy
regulations may constrain data sharing across jurisdictions. To address the problem, we
present STATE, a novel GAN-based framework to automatically generate a set of safe and
threatening drone trajectories over a region. Using STATE, security o cials can generate
synthetic trajectories for regions over which no such trajectories were previously recorded,
enabling them to better test planned defenses. Jointly with security o cials from The
Hague, we show that STATE beats ve baselines, achieving up to 75.8% improvement in
trajectory plausibility and 35.8% improvement in threat alignment, as evaluated by police

experts.

3.1. Introduction

Cities are likely to have an increasingly complex airspace in coming years as the
use of drones for product delivery, medical purposes, real-estate and insurance surveys,
entertainment, urban sensing, and more, expand (101). This complex airspace will provide
new threat vectors for terrorists and rogue nation states (96).

The recent DEWS (34) system looks at drone ights in real-time and predicts whether

the ight will be safe or threatening after 30 seconds of observation of the ight. While this
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Figure 3.1. Three examples of threatening trajectories generated with STATE. (a) Trajectory
around Park Sorghvliet and surrounding districts, terminating within a no-y zone. (b) Tra-
jectory traversing a sensitive zone with multiple government buildings, also terminating in a
no-y zone. (c) Trajectory beginning in a residential neighborhood and performing perimeter
surveillance around a sensitive institutional complex without entering no-y zones.

is useful, DEWS was trained on 8 months of drone ight data from The Hague, Nether-
lands. However, many cities do not currently have drone tracking mechanisms in place.
We leverage the DEWS dataset and collaborate with two law enforcement experts who
assess drone threats daily to design STATE (Safe and Threatening Adversarial Trajectory
Encoder), to automatically generate a set of safe and threatening drone trajectories over
any geographical region. As long as someone with security knowledge of a geographical
area can annotate the value of its assets on the ground (e.g., The Blue House in Seoul),
STATE can automatically generate a set of trajectories, both safe and threatening, that
are consistent with drone ight distributions that the DEWS (34) team observed over
The Hague. Figure 3.1 shows three examples of threatening trajectories over The Hague
generated with STATE. Using STATE, systems like DEWS can be trained to provide
early warning threat assessments posed by drone trajectories to other regions (not just
The Hague), enhancing public safety.

This chapter makes four contributions. First, we formally de ne the Threat-Conditioned

Trajectory Generation task to synthesize drone trajectories conditioned on a specied
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threat class within a given geographical area. Second, we develop the novel STATE frame-
work for Threat-Conditioned Trajectory Generation. STATE uses a conditional Genera-
tive Adversarial Network (cGAN) architecture to generate spatially realistic trajectories
that are aligned with a target threat class. A central innovation is the use of a pre-trained
threat classi er, which serves as an auxiliary supervision signal to enforce threat consis-
tency during generation. Third, we curate and release a new dataset of 200 synthetic
drone trajectories over The Hague. Each trajectory is manually annotated by two law
enforcement experts based in The Hague with corresponding threat level labels, providing
a valuable resource for future research on security-aware trajectory modefingrourth,
our extensive experiments assess STATE against ve baselines in terms of spatial plau-
sibility, trajectory diversity, and semantic threat alignment of the generated trajectories.
Our results show that STATE consistently outperforms all baselines, achieving relative
improvements of up to 75.8% in spatial plausibility and 35.8% in threat classi cation

consistency, as judged by police experts.

3.2. Related Work

Trajectory forecasting has looked at predicting future positions of Unmanned Aerial
Vehicles (UAVs) or drones based on partial historical data (73). More recent e orts
generate complete, synthetic, yet realistic ight paths from scratch (114).

Most works treat trajectory generation as a sequence modeling problem, where loca-
tions are generated sequentially, conditioned on a prede ned start token/position. Markov

models were used to capture local sequential dependencies in movement patterns (51).

1To promote reproducibility, we release the code repository and dataset: https://github.com/nsail-
lab/STATE-Codebase
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However, such models are unable to represent long-range temporal dependencies, which
are essential to accurately re ect the dynamics of real-world UAV trajectories. To over-
come these limitations, Long Short-Term Memory (LSTM) networks, have been widely
adopted for autoregressive trajectory generation (113). These models capture long-term
temporal dependencies and incorporate rich contextual features such as spatial coordi-
nates, altitude, and time (135). Recently, Conditional Generative Adversarial Networks
(cGANS) (134) have emerged as a promising framework to create trajectory data through
adversarial training. In addition to preserving temporal coherence, these models sup-
port explicit conditioning on external variables. (62) generates trajectories aligned with
prede ned speed pro les, while (93) incorporates weather conditions into the generative
process. (8) has also integrated device-speci ¢ requirements into the generative process,
e.g., minimizing energy consumption, avoiding collisions.

An alternative line of research explores the generation of trajectories as images that
preserve spatial structure. Trajectories are rst synthesized as an image over a specic
area and later converted into sequential data points. (9) generated trajectory images
under a smoothness constraint and then used an LSTM to recover the ordered sequence of
waypoints. (139) introduced a UAV 2D trajectory forecasting framework that leverages an
attention-based aggregation module to capture short-term spatio-temporal dependencies
among trajectory points.

To date, we are not aware of any UAV trajectory generation method that considers the
potential security threats posed by UAV ight paths. To the best of our knowledge, the
only work addressing security aspects in this context is presented in (34), which frames the

problem as a classi cation task, distinguishing between safe and threatening pre-existing
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trajectories. They do not, however, generate either safe or threatening trajectories which

is the goal of this chapter.

3.3. Problem Formulation

A trajectory is de ned as an ordered sequence of Mwaypoints:
= w; = lat;longhy jj=12;00M

where each waypoint yconsists of a latitude lat, a longitude long, and an altitude ;.

Let D = f( i; i)gY, denote a training dataset comprising N drone trajectories
recorded within a given region C. Each trajectory; is annotated with a binary threat
label ; 2 f0;1g, denotes a safe (resp. threatening) trajectory when =0 (resp. ; = 1).

A planar projection, 22 f0;1g "W |, of trajectory , over a 2-dimensional grid of size
H W ensures that each non-zero element in " indicates the presence of at least one
waypoint of projected onto the corresponding cell.

The Threat-Conditioned Trajectory Generation problem seeks to learn a generative
model G capable of synthesizing drone trajectories that are conditioned on a target ge-
ographical area for both A C or A\ C = ; scenarios, and a speci ed threat label
Speci cally, we want to learn a function of the form: G : (A;’} z)! ; where z is a latent
variable. The area A may correspond to any geographical region and is not limited to
the areas own by trajectories in D. The goal is for G to generate drone trajectories over
any region, while preserving threat-conditioned behaviors observed in D. This capability
is critical for building security warning systems in regions lacking comprehensive drone

tra c data.
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3.4. Methodology

STATE has 3 modules. The Data Representation Module extracts relevant information
Fa about the target geographical area A (e.g., no-y zones, population density). The
Potential Waypoint Set Generator uses a GAN-based approach to generate the planar
projection of a synthetically generated trajectory * conditioned on the information Ik
extracted above, the target threat class, and a latent noise vector z (cf. Figure 3.2).
STATE's key innovation is the integration of a pre-trained threat classi er that provides
an auxiliary loss, ensuring that the generated planar trajectory " aligns with the threat
class” Finally, the Trajectory Reconstruction Module arranges the trajectory's planar
projection ~into a sequential trajectory and assigns altitude values to each waypoint.

We describe these modules in detail below.

3.4.1. Data Representation Module

This module encodes the target area A into a multi-channel feature tensonh2 R*W L |
where H and W denote the spatial dimensions of the area, and L is the number of feature
channels. Figure 3.2 shows the extracted tensor for part of The Hague. Channels include:
No-Fly Zone Map F\F# 2 f0;1g"W : A binary image indicating the presence (1) or
absence (0) of restricted airspace (e.g., airports, military bases).

Population Density Map FP 2 RHW : A heatmap showing population density in di er-
ent regions obtained in high-resolution from the Humanitarian Data Exchande

Satellite Imagery F¥' 2 RHW3 : High-resolution RGB image from OpenStreetMah

2This information is usually publicly available. For The Hague region, we collected 85 no-y zones from
https://map.godrone.nl

Shttps://data.humdata.org

“https://www.openstreetmap.org
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Figure 3.2. STATE's Architecture: The Data Representation Module represents the target
geographical region A via a multi-channel feature tensor, including the No-Fly Zone Map F X% |
the Population Density Map F £° , the Satellite Imagery F5' , the Street Map F2T , and the Asset
Value Map FAV . Then, the Potential Waypoint Set Generator takes geographic features Fa ,
the target threat class " and a noise vector z as input. It outputs a planar trajectory "that

is evaluated by the Trajectory Validity Discriminator MV network which distinguishes real
from synthetic trajectories, and the Threat Alignment Network M T that ensures consistency
with the intended threat class. In this case, we are conditioning the generation process on the
threatening class, i.e., "= 1.

Street Map T 2 RHW3 : A high-resolution RGB image of road networks and urban
infrastructure from OpenStreetMap.
Asset Value Map BV 2 RHW : A heatmap (1-10 scale) quantifying the importance of
parts of the target area. These values are annotated by local security experts and have
been identi ed as a primary factor in uencing threat perception (34). Two police o cers
from The Hague annotated relevant city areas.

Figure 3.2 shows an example of the feature maps extracted from the Park Sorghvliet
region of The Hague and its adjacent districts. The No-Fly Zone Map 4 shows that
about half of this area (red region in Figure 3.2) is an NFZ. The Population Density Map

FLP shows high density in the city center, but low density in the park. The Asset Value
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